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INTRODUCTION

This policy brief aims to analyse the state
of European Union-Africa cooperation
on cybersecurity and its instruments
and priorities, to assess whether its
objectives should be maintained
or modified. The paper is based on
a review of open-source literatfure,
including official documents from Africa
and Europe, think-tank analysis and
African media reports. The results of this
preliminary review were cross-checked
at a workshop in Accra, Ghana. The
paper provides a general background
fo European external cooperation on
cybersecurity, the African cybersecurity
context and recommendations for the
development of EU-Africa cooperation
in the future.

BACKGROUND

With  the rapid digital  transformatfion  and
interconnectedness of society, cyberspace has
become a central part of everyday life. This
development has led to a broadening of the cyber
threat landscape, including disinformation, cyber-
aftacks and artificial intelligence, posing a risk to digital
and economic growth everywhere including Africa
(Interpol, 2024; SAT Reporter, 2024).

According tfo the European Commission (2021),
‘Cybersecurity is an infegral part of Europeans’ security.
Whether it is connected devices, electricity grids, or
banks, aircraft, public administrations or hospitals they
use or frequent, people deserve to do so within the
assurance that they will be shielded from cyber threats.
The EU's economy, democracy and society depend
more than ever on secure and reliable digital tools and
connectivity. Cybersecurity is therefore essential for
building a resilient, green and digital Europe.’ For the
EU, cybersecurity is about the protection of networks,
information systems and data from cyber threats. The
EU aims to ensure the security, integrity and availability
of digital infrastructures and the protection of citizens,
businesses and public institutions against cyber aftacks.

Cybersecurity is a prerequisite for economic
development in general and for the digital economy
in particular. The nexus between cybersecurity and
development is that cyber capacity building (CCB)
increases the resilience of critical infrastructures and
the resilience of information and communication
technologies to risks and threats in cyberspace.
Likewise, the implementation of confidence-building
measures (CBM) increases the interaction among
stakeholders and end-users for the digital economy fo
flourish (Collet, 2021).

In the EU ecosystem, cybersecurity strategies and
policies contribute to the development of the Digital
Single Market, a strategic goal of the EU integratfion
process (European Commission, 2015)." Meanwhile,

. The Digital Single Market is an EU strategy to break down regulatory barriers and move from 27 national markets to a single market, allowing

the EU to better compete globally, create jobs and boost economic growth. It encompasses a wide range of legislative and non-legislative

measures aimed at unlocking the full potential of the digital economy in Europe.
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the EU has so far gone through a long learning curve,
helping its member states to converge fheir strategies,
policies and rules info a resilient and highly shared
contfinental cybersecurity ecosystem.

Over more than a decade, the EU through the lead of
the Directorate-General for Communications Networks,
(DG CONNECT) of the
European Commission has developed a comprehensive

Content and Technology

set of strategies, policies, procedures and institutions to
address the growing challenges of cyberspace. The
supranational nature of the EU has helped to overcome
the reluctance of member states to converge into the
Digital Single Market, but the European Commission
has developed effective CCB and confidence-building
practices to foster the convergence. As a spin-off of this
process, the EU has developed expertise and tools to
provide cybersecurity assistance to third countries and
organisations with the CCB goals shown in Figure 1.

Since the EU Cybersecurity Strategy of 2013, the EU
has integrated cybersecurity as an instrument of ifs
external action in many official documents (European
Commission, 2013; European Council, 2015, 2018, 2022;
High Representative & European Commission, 2017,
2020). Cybersecurity is a cross-cutting tool for the EU
fo implement its foreign, security and development

The EU should
continue providing
cybersecurity assistance to
African countries under a
needs-based approach and
on equal footing.

cooperation policies. The EU understands that CCB is
an enabler for achieving the Sustainable Development
Goals (SDGs) and that EU interventions should go
beyond achieving cyber resilience (silo approach) fo
create synergies between different programmes on
cybersecurity, development cooperation, digitalisation
and security, rather than isolating CCB from the wider
development goals (mainstreaming  approach),
according to Sheriff et al. (2024). In this way the
European Council agreed to develop “an effective
EU model for cyber capacity building” integrating all
aspects of development and security in its conclusions

on cyber diplomacy (European Council, 2015, p. 9).

Figure 1. Goals of the EU's cyber capacity building (CCB) engagement
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Figure 2. Pillars and Layers of the EU’s Cyber Capacity Building
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The EU has confinued to integrate cybersecurity into
all dimensions of its external action (cyber-security
mainstreaming) sothatcybersecuritycanbeincorporated
by design info wider areas of the development such as
infrastructures or digital connectivity of the EU’'s Global
Gateway (Fanni et al.,, 2022). On the other hand, the
EU’s operational guidelines on cyber capacity building
define the elements for which decentralised assistance is
planned, like the pillars and layers of Figure 2. According
fo the fraditional donor-recipient model, the parties
select the areas for cooperation according fo the
priorities of the recipients, without defining the outcome
of the cooperation.

Pillars and layers intertwine at national, regional, and
global levels in a coherent way to sfrike the right
balance between ends, means and local contexts in
EU cybersecurity assistance projects.

LAYERS

Visions and policies

Laws and regulations
Institutions and recources
Partnerships and cooperation

The EU should
continue mainstreaming
cybersecurity assistance

to wider African
digitalisation goals
including infrastructures
and connectivity.
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MODEL AND PROGRAMMES
OF THE EU-AFRICA
CYBERSECURITY

COOPERATION SO FAR

Relations between Africa and Europe seek to move
from a development approach towards a partnership
of equals. The EU and the African Union (AU) share values
and principles regarding digitalisation, cybersecurity and
responsible state behaviour in cyberspace (African Union,
2015; European Council, 2017). EU tools support cyber
security capacity-building measures, resilience of networks
and information systems, and data and privacy protection,
in line with the principles and values of the EU’s external
action, and contribute to achieving the goals set out in the
UN 2030 and Africa 2063 agendas. In addition, the EU has
been working with public and private actors such as the EU-
African Union Digital Economy Task Force (EU-AU DETF), the
Global Forum on Cyber Expertise and the D4D Initiative for

Table 1. EU-Africa cybersecurity cooperation

Digital Government and Cybersecurity or with international
organisations such as the Council of Europe or the United
Nations fo build cybersecurity capacity in Africa (EUISS,
2021). These and other interventions are presented in Table 1.

However, the main comparative advantage for the EU’s
cybersecurity assistance abroad is its own experience in
developing its confinental cyber ecosystem (the Digital
Single Market). Many other cyber practitioners, public or
private, can provide cybersecurity technical assistance, but
only European Commission officials can add the value of their
direct experience in integration processes at a continental
level. For EU-Africa assistance focused on the integration
of different national ecosystems info a confinent-wide one,
Commission officials have a comparative advantage and
ad-hoc tools (ESDC, 2023).2

European cooperation with Africa has so far developed in
a decentralised way through national (EU-African countries),
regional (EU-African organisations) and confinental (EU-AU)
frameworks. Table 1 (leff column) shows projects funded
by the EU, alone or fogether with other multinational

EU-funded projects

(o] NSF deadline

Regional Integration Support COMESA

2022

Promoting Peace Stability Horn of Africa (IPPSHAR)

2023

Policy Regulation Initiative for Digital Africa (PRIDA)

2022

OCWAR-C

2024

HIPSSA

active

GLACY+

EU-Africa Infrastructure Trust Fund

ENACT

Digital Economy Task Force (DETF)

D4D Platform

CyberSouth

Cyber4Dev

Africa Connect 1,2,3

I U is funding AU objectives

Source: Adaptation from “Africa as a Cyber Player” (Van Raemdonck, 2021)

Il EU funds objectives set by
individual African states

Il EU funds objectives set by African
sub-regional organisations

2. A precedent to follow could be the EU training courses where the main stakeholders of the European cyber ecosystem like the European
Parliament, the European Commission, the European External Action Service or the European Cybersecurity Agency (ENISA) among many

others exchange direct experiences with regional counterparts.



frameworks, but implemented through third parties, be they
African or European, but not by EU officials. The projects
have the objectives indicated in the following columns, the
last one indicating the known date of closure. The projects
are spread across several objectives: Criminal Justice (CJ),
National Strategic Frameworks (NSF), Incident and Crisis
Management (ICM), Vision and Policies (VP), Laws and
Regulations (LR) and Institutions and Resources (IR) without
clear priority. The green colour distinguishes projects where
the EU is funding AU objectives from projects where the EU
funds objectives set by individual African states (blue) or by
African sub-regional organisations (red).

Table 1 also shows a division of labour between the
design, conducted by EU institutions and funds, and
the implementation, which mainly involves non-EU
experts and resources. From a regional convergence
perspective, projects related to National Strategic
Frameworks (NSF), Vision and Policies (VP) or Laws and
Regulations (LR) confribute more fo the development
of an AU cyber ecosystem than those related to
Criminal Justice (CJ), Institutions and Resources (IR) or
Incident and Crisis Management (ICM). While the latter
are focused on cyber resilience, the former look for
transformational changes in strategies, regulations and
governance. As Table 1 (light blue) shows, a great part
of the EU cooperation is already fransformation-oriented
but at the national level. Therefore, if African countries
and the AU call for a deepening of African convergence,
the EU should prioritise its future cooperation with fewer
objectives but with greater transformational ambition.

The EU’s
implemented on a decenfralised basis like most of the

cyber cooperative projects have been
development cooperation projects: the EU provides the
financial means, and the beneficiaries implement their
CCB and CBM projects. However, this decentralised
approach does not seem to be adequate when
it comes to framing the different objectives info a
regional integration process. Regardless of the concrete
outcome of each project, the diversity of approaches
and objectives does not facilitate structural changes
in ecosystems. Decentralised cooperation,
a comprehensive strategy for action,
concenfrafion of projects and an imbalance among

without
favours a

beneficiaries (European Commission, 2021). In order fo
promote convergence, European assistance should
focus on the one hand, on supporting the AU’s integration
strategy and, on the other hand, on increasing the

A

direct involvement of European institutions such as the
European Commission, the European Union Network
and Information Security Agency (ENISA), the European
Cybercrime Cenfre within Europol and the EU Institute for
Security Studies (EUISS).

THE AFRICAN
CYBERSECURITY CONTEXT

Africa has various mechanisms to promote convergence
among African counfries such as the AU Agenda 2063,
the Convention on Cybersecurity and Personal Data
Protection (Malabo Convention), the AU Cybersecurity
Expert Group (AUCSEG), the Policy and Regulations
Initiative for Digital Africa (PRIDA), the Programme for
Infrastructure Development for Africa (PIDA), the Digital
Transformation Strategy for Africa 2020-2030 (2020), the
Smart Africa Alliance or the ECOWAS Cybersecurity
Strategy  (2021),
mechanisms have not yet produced the expected

among others. However, these

results for the reasons explained below.

The Information Society Division of the African Union is
driving the implementation of the Digital Transformation
Strategy for Africa (2020-2030), including the formulation
of cybersecurity governance and the contribution
of its Group of Governmental Experts to promoting
responsible state behaviour in cyberspace in the context
of infernational security (cyber diplomacy). As a resulf,
the E-Government Development Index of the United
Nations (2024) shows an upward trend in e-government
development in Africa, with 28 African countries showing
steady growth in digital integration, while seven remain
stfagnant due fo their security situation.

Cybersecurity is one of the objectives of the African
Union inits Digital Transformation Strategy for Africa 2020—
2030. As Figure 3 reveals, it is one of the five cross-cutting
themes for the digital transformation. Digitalisation is
supported by key countries and progress has been made
on e-governance indicaftors and internet penefration.
However, analysis by the EUISS suggests that the ‘lack of
coordination structures among the AU member states
and a single pan-African digital ID system have been the
main reasons for the low levels of digital governance’




Figure 3. Digital Transformation Strategy for Africa (2020-2030)
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(2021, p. 32). Similarly, according tfo the EU-AU Digital
Economy Task Force's assessment (2019), the main
obstacle for achieving the digital economy in Africa is
the lack of an enabling e-governance environment
entailing harmonised national, regional and continental
digitalisation policies.®

Makumane (2023) states that regional convergence s
hampered by asymmetries within African countries and the
confidence-building measures implemented to date have
failed to overcome national resistance. The continental
cybersecurity agenda remains stagnant in Africa despite
progress on several national or sub-regional agendas. One
third of countries lack legislation on cybercrime, electronic
fransactions, consumer protection, privacy and data
protection, according fo the data for Africa from the UNCTAD
Global Cyberlaw Tracker (2024), or have not ratified the
Malabo Convention (African Union, 2014). The World Economic
Forum (2024) estimates that there are around 20,000 certified

security professionals in a continent of 1.4 billion people, an
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insufficient number to meet the demand in Africa. Only a
third of countries have cybersecurity strategies according
to the database of the International Communication Union
(2024), and nationalist agendas are holding back African
convergence (Ifeanyi-Ajufo, 2022).

According to the Global Cybersecurity Index (2021),
just 19 African countries are signatfories to multilateral
cybersecurity agreements, in confrast to 41 European
countries, while only ten African countries have entered
into bilateral cybersecurity agreements. The same index
reveals the disparity on cyber maturity between African
countries and how far Africa lags behind other regional
ecosystems. Few countries conduct threat assessments,
making it difficult for them to strategically anficipate and
prepare for cyberattacks (see Ajyola & Allen, 2022).

The AU's Digital Transformation Strategy of 2020 proposed
the strengthening of regional and continenfal governance
to guide, develop and harmonise digital and cybersecurity

3. The EU-AU DETF is an independent platform of partnership sponsored by the EU and the AU for the private sector, donors, international
organisations, financial institutions and civil society based on a shared understanding of how an already rapidly evolving African digital
transformation can achieve cross-border integration and bring benefits to all citizens.



strategies, policies and standards. This convergence process
is not progressing at the desired pace for the structural
reasons outlined above, and as national and sub-regional
convergence processes consolidate, it wil become
increasingly difficult to harmonise them within a contfinental
framework. The gap between desired goals and outcomes,
together with the deteriorated cybersecurity situation,
called the AU's Peace and Security Council fo make
cybersecurity a key agenda point in the AU Summit of Addis
Ababa in February 2024. African leaders agreed to develop
a Continental Cybersecurity Strategy, and the first-ever
Common African Position on the application of international
law in cyberspace, among other significant developments

(Ifeanyi-Ajufo, 2024).

The African Union’s decision to develop an African Cyber
Security Strategy could change the pattern of EU-Africa cyber
security cooperation. If the decision is implemented, the AU
would need specific support to align all the transformation
processes underway in African countries and sub-regions to
converge info an Africa-wide ecosystem in line with the new
strategy. A greater role for the AU in the development of
African cybersecurity would imply a shift from a cooperation
model focused on cyber resilience to one focused on digital
transformation, and from one aimed at addressing specific,
short-term needs (pafchwork) to one that broadens and
deepens long-term strategic cooperation (partnership).

The AU’s cybersecurity strategy would complement the AU’s
Digital Transformation Strategy and could be the first step in
articulating a regional cybersecurity ecosystem, comprising a
set of actors and procedures that would allow the AU to lead
the convergence of national and sub-regional ecosystems.
If the African Union decides af some point to speed up the
regional convergence, and given Europe's experience in
building its own continental ecosystem, the EU could seize the
opportunity to support the AU at this tfransformative moment.
Long-term, structural and peer-to-peer cooperation would
enable a strategic partnership between the EU and the AU fo
accelerate and fransform the cyber convergence process of
African countries.

To date, EU-AU cyber cooperation lacks guiding strategies
and institutional mechanisms for political dialogue to foster
and consolidate  cybersecurity

integration  processes.

A

There is neither an AU strategy to create an African cyber
ecosystem, nor a supporting EU sfrategy fo set in motion a
long-term strategic partnership between the EU and the AU.#
Without such guidance, EU-AU cybersecurity cooperation
would never evolve into a strategic partnership, be it on
cybersecurity or digitalisation. The absence of a direct EU-AU
assistance does not underestimate the confribution of the
current decentralised cooperation, but it does not help the
AU to fransform the African ecosystem. In the absence of a
stronger EU institutional presence, the European cybersecurity
assistance remains unnoficed by the media and the public
and itsrelevance is diluted into the wider digitalisation process.
The EU's operafional guidelines stress the need for
coordination and coherence among bilateral and regional
cooperation programmes according to the cyber maturity
of countries, neighbours and regions. Developing bilateral
cybersecurity projects in isolation from regional initiatives
could hinder further interoperability and harmonisation at
the regional and multilateral level if decision-making cycles
for regional and bilateral programmes are not aligned. In the
same vein, EU delegations in Africa should make sure that
programmes are adapted fo the local context of partners to
avoid mirroring EU solutions.

The lessons learnt by the EU during this infegration process, as
a driver for the convergence of itfs member states towards
a continental ecosystem, could add more value to the AU-
EU cybersecurity cooperation than the scattered technical
assistance and adyvisory actions currently offered by the EU.
However, and given the limitations of the African regional
ecosystem as expressed by the available indicators and the
reservations shown by local actors on its priority for the short-
and medium-term EU-Africa cybersecurity assistance, the EU
should continue to provide technical and financial assistance
as it has done so far, rather than offering a bilateral long-term
strategic framework for cooperation with the African Union.
Should the African Union at any point request European
support for the development and implementation of aregional
cybersecurity ecosystem (see Annex), the EU Cybersecurity
Agency (ENISA) could be instrumental for a regional-to-
regional cooperation. It has the proper expertise, instruments
and competence, but this objective is outside its medium-term
plans because its assistance in policy development is limited
to the EU and Member States (ENISA, 2023, p. 38).

4. For example, EU CyberNet is an e-learning platform that has conducted CCB courses in Africa to enhance the resilience of local ecosystems
and to socialise decision-makers with EU values, strategies, policies, procedures and standards, but it does not pursue any concrete regional

fransformation.




RECOMMENDATIONS
FOR EU-AFRICA CYBER

COOPERATION

Cybersecurity is a cross-cutting issue that affects not
only the security of networks and information systems,
but also the development of democracy, governance
and digitalisation in Africa. It creates mistrust in electoral
processes, in the regulation of rights and freedoms, and
in access to the benefits of the digital economy. As a
result, African end-users prefer EU-Africa cybersecurity
cooperation to cope with the concrete problems they
detect in their home localities.

The current model of EU-Africa decentralised
cooperation meets these needs by allowing projects to
be focused on local priorities. In particular, African end-
users recognise the usefulness of cooperation projects
on criminal justice, incident and crisis management,
data protection and cybersecurity regulation, which
are tailored to help local authorities address local and
regional problems.

Nevertheless, African actors missed the existence of
cooperation projects that included infrastructure and
equipmentratherthanjust training and technical assistance.
They were also concerned about their limited resources,
digital skills, literacy and awareness to address cybersecurity
challenges. The impact of the new infrastructures like
5G or 6G on collecting criminal e-evidence was among
their concerns as well. The European Commission is now
addressing these issues through new EU frameworks such
as the last investments in the Global Gateway initiative
(European Commission, 2024) or Safe Digital Boost Africa
(see Domingo et al., 2024).

Another important issue for the future is the involvement
of civil society in the design and monitoring of EU-African
cooperation. The participation of civil society in cyber
politics to elaborate policies or to protect fundamental
rights and freedoms was also addressed in the workshop.
The European interlocutors explained best practices
for public-private and private-private cooperation to
increase the inclusiveness of cyber politics. Greater
partficipation of civil society could improve current levels
of efficiency, transparency and accountability. It would
also increase the African population’s perception of
EU-Africa cooperation projects, which currently barely
extends beyond the limited circle of participants.

The AU’s decision to develop a regional cybersecurity
strategy is a milestone in the development of an African
cyber ecosystem, but there are many doubts about
the timeliness and maturity of the African Union fo align
national and sub-regional strategies and policies into an
Africa-wide cyber ecosystem. Accordingly, there is little
expectation that the African Union Commission and the
European Union Commission will fransform the traditional
donor-recipient model info a partnership of equals.
The workshop did not question the potential value of
developing a continental cybersecurity strategy, as
agreed by the AU in Addis Ababa, but local actors
underestimated the timeliness and maturity required to
align national and sub-regional strategies and policies
info an Africa-wide cyber ecosystem. Neither did they
question that greater and more direct protagonism by
the African Union Commission and the European Union
Commission could help transform the traditional donor-
recipient model into a partnership of equals. In any case,
the EU should be ready to support the AU as a potential
enabler for infra-African cybersecurity cooperation.

As conclusion, the main recommendations for the future of
EU-Africa Cybersecurity Cooperation can be summarised
as follows:

The EU should be ready to support the
AU as a potential enabler for infra-African
cybersecurity cooperation.



The EU should continue to PROVIDE CYBERSECURITY ASSISTANCE fo African countries and
organisations on a needs-based and equal basis.

EU delegations in Africa should CONSULT WITH LOCAL PARTNERS ON ASSISTANCE PRIORITIES,
while recognising local challenges to cyber capacity building.

The EU should continue to INTEGRATE CYBERSECURITY ASSISTANCE INTO BROADER AFRICAN
DIGITALISATION OBJECTIVES, including infrastructure and connectivity.

The lack of a developed African cybersecurity ecosystem prevents the EU from PROVIDING
4 ITS DIRECT EXPERTISE TO THE AFRICAN UNION to enable a regional framework for aligning

national and sub-regional developments.

The EU should make ADDITIONAL STRATEGIC COMMUNICATION EFFORTS TO HIGHLIGHT THE SCOPE
AND IMPACT OF ITS CYBERSECURITY COOPERATION PROGRAMMES with Africa.

Basic components for the development of an African
regional ecosystem according to the EU model: ENISA
(2023), the High Representative and the European
Commission (2020).

m A regional agreement setfing out measures for
achieving a high common level of security of network
and information systems within the African Union to
improve the functioning of the African internal market
(Network and Information Systems Directive, NIS, in the
case of the EU).

m Guidelines for developing and harmonising national
cybersecurity strategies (as done by the National
Cybersecurity Strategies Guidelines & Tools from the
European Network and Information Systems Agency,
ENISA, for the European Commission).

Creation of an ad-hoc inter-ministerial working group
fo manage convergence and build trust befween
member states. Over fime, the management of the
group could be shared with a cybersecurity agency
under the AU (the roles of the Cooperation Group and
ENISA, respectively in the EU).

Establish incident notification procedures and
cybersecurity authorities for member states’ operators
of essentfial services and digital service providers,
including incident response tfeams and incident
response centres (CSIRTs and CSIRTs network in the EU).

Identify cybersecurity authorities and national contact
points in African countries to channel nofifications,
manage crises, elaborate and evaluate norms and
policies, raise public awareness, build public-private
cooperation and so forth.

Establish mechanisms for data protection, promotion
of public-private cooperafion and international
cooperation: from self-regulation codes fo more
binding commitments, from the protection of critical
infrastructures to a more strategic involvement of private
stakeholders, and from sub-regional cooperation
schemes to regional and transnational networks.
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